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1 Overview
1.1 Benefits

A Easy Backup of
1. Microsoft Exchange Server 2000 / 2003
2. Microsoft SQL Server 7.0 / 2000
3. Lotus Domino/Notes 5.0 or above
4. Oracle 8i or above
5.  MySQL 3.2.4 or above
6. Windows System State
7. Outlook and Outlook Express (i.e. *.pst, *.dbx and *.wab)
8. Important personal settings, e.g. Desktop, Favorite, My Documents and History etc
9.  Other common files (e.g. *.doc, *.xIs)

A Support of backing up only changes within a file (using in-file delta technology)

A Support of backing up of open files on Windows XP/2003 (Volume Shadow Copy)

A (New in 5.1.0.6) Support of backing up of Windows NTFS access privileges, Linux access privilege
and mode, Mac OS X metadata and resource forks

A Easy to use, deploy and maintain

1.2 Features

A (New in 5.1) User configurable incremental / differential in-file delta backup mode (i.e. backing up only
changes within a file since last incremental backup (or last full backup) according to each user®&
preferences)

A (New in 5.1) Allow in-file delta backup mode to be overridden by each user individually according to
backup time (e.g. enforcing full (or incremental or differential) backup of all files on every Sunday or
the 1* day of every month)

A (New in 5.1) Single mail level exchange backup (brick level exchange backup)

A Volume Shadow Copy backup (i.e. backing up files even when they are exclusively open, e.g.
Outlook.pst)

A Bandwidth Throttling at backup account level (new) In-File Delta backup (i.e. backing up only changes
within files)

A Off-line backup mode and logout backup reminder

A Real time backup server replication allows backup server to be easily backup

A Customizable backup schedule allows backup to be scheduled at any time

A Compress and encrypt data automatically before sending them to the server (server stores only
encrypted data)

A Increment backup strategy ensures that only new or updated files (or changes with last backup file)
are sent to backup server

A Support both full backup (database backup) and incremental backup (transaction log backup) for
Microsoft SQL Server 7.0/2000, Microsoft Exchange Server 2000/2003, Lotus Domino/Notes 5.0 and
Oracle 8i or above

A Can integrate with external fOpen File Manageroto provide open file backup support to all open files

A Access backup data anytime, anywhere by using a browser

A Comprehensive backup report lists all files being backup. Backup report will be delivered to user
automatically via email when each backup job completed.

A Backup data are CRC validated before they are stored on server.

A Fully user customizable data retention policy allows users to have access to deleted files using the
least possible storage space on server

A Select files to be backed up easily by using backup filter, e.g. selecting all *.doc and *.xls in your
computer in a single operation

A Run any custom OS commands before/after a backup job.

A Run on Windows, Mac OS X, Linux, NetWare, Unix and all other platforms supporting a Java2
Runtime Environment.

A LiveUpdate allows patches to be deployed to hundreds of clients easily

A System activity report, showing all backup system information, will be delivered to system
administrator via email everyday.

A Complete set of external APIs allow system integration with external systems (e.g. billing/payment

system) to be done easily
Periodic backup files validation on backup server ensures backup files are 100% valid and fully
restorable when needed.
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1.3

> > > >

>

>

1.4

Security

128-hit point-to-point SSL communication between server and client

Support HTTP/HTTPS Proxy and Socks v4/v5 firewall

Data are 128-bit encrypted when stored on backup server

Choice of different encryption algorithms, e.g. Twofish, Triple DES, Advanced Encryption Standard
(AES)

Choice of different encryption modes, e.g. Electronic Cook Book (ECB) and Cipher Block Chaining
(CBC)

An random initializing vector, salt and iteration count will be generated by the software automatically
for each file when encrypting your data

Each backup user can restrict online access to his files to his pre-defined list of IP addresses

System Requirement s

Server Software ( OBS)

A

> > >

Operating System :
1.  Windows 2000 / XP / 2003 *
2. Linux kernel 2.2 or above ** (e.g. RedHat Linux 6.x or above, though the use of Linux kernel
2.6.9-34 or above is recommended)
3. Mac OS X 10.2 or above
4.  All other operating systems that supports Java2 Runtime Environment 1.4.1 or above
Memory: 128MB (minimum), 512MB (recommended)
Disk Space: 250MB
Network Protocol: TCP/IP (http/https)

* The use of Windows 2000 WorkStation and XP Professional is only recommended for backup system with less
than 20 users. For 20 or more users, please use Windows 2000 or 2003 Server instead.

Client Software ( OBM)

A

> > >

Operating System :
. Windows 95 /98 /ME /NT /2000 / XP / 2003

2. Linux kernel 2.2 or above ** (e.g. RedHat Linux 6.x or above, though the use of Linux kernel
2.6.9-34 or above is recommended)
Solaris 2.x or above
Mac OS X 10.2 or above
NetWare 5.1 or above
All other operating systems that supports Java2 Runtime Environment 1.3.1 or above
Memory 128MB (minimum), 256MB (recommended)
Disk Space: 100MB
Network Protocol: TCP/IP (http/https)

o U s w

** Standard C++ libraries for backwards compatibility compiler (compat-libstdc++-x.x-y.y.y.y.i386.rpm) must be
installed if you are not using a Linux 2.2 kernel. These libraries are required to run all Java applications.
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OBM Configuration

Before you ¢ an start backing up data to
your computer.

2.1 Installation

Please follow the instructions below to install

i Click the one of the language links under the [Download Client Softw

CENTINATED Offsite Backup Server

OBM onto your computer.

2 Welcome to Offsite Backup Server - Microsoft Internet Explorex

, you need to install OBM (OBM) onto

are] section

« Protect business data
easily

+ Reduce work load

+ Errar-free

+ Save money and tims 1

Welcome to
Offsite Backup Server

Welcome to Offsite Backup Server. If you are accessing
this page using a web browser, you have started up
Offsite Backup Server successfully,

Backup Server Management

OBS System Management Console - Allow

P

Backup Client Management

system administrator to manage the backup
system (2.q. server configuration and user
accounts management)

(English, Czech, Danish, German, Spanish,
French, Icelandic, Italian, Japanese, Dutch,
MNorwenian, Slovenian, Swedish, Simplified
Chinese, Traditional Chinese)

Dowenload Client Softvrare - Download ard
install backup client software

(English, Czech, Danish, German, Spanish,
French, Icelandic, Italian, lananese, Dutch,
MNorweaqian, Slovenian, Swedish, Simplified
Chinese, Traditional Chinese)

OBS User Configuration Console (optional) -
Allow users to access their backup files and
settings through a web browser

(English, Czech, Danish, German, Spanish,
French, Icelandic, Italian, lananese, Dutch,
MNorweaqian, Slovenian, Swedish, Simplified
Chinese, Traditional Chinese)

Documentation

F&Qs - Common questions and answers
Adrninistrator's Guide - How to setup and run
Offsite Backup Server

User's Guide - How to use Online Backup
Manager

Hey Features:

+ Protect all desktops and
notehooks easily

= Support Windows, Linus,
Mac, MettWare, Solaris

+ Support Exchange Server,
SGEL Server, Oracle, Lotus
Motes, MySaL

= Support In-File delta
backup and real time data
replication

« Secure and reliable

= Easy-to-use

€&l

Or click the [Install Software] link available at the top of

Management Console]

the [Online Backup Services

CENTINATED GmbH
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=101

FaQs | Help | Select Lanquane

User Login
-Easy to use - .
-Fully Autornated Cooiniiame: I
- Daily backup Password: I
-Save you time and
maney Forgotten your password? Login

At a glance: Troubleshooting:

-Backup your data
automnatically every
day

- Access your data

i, Check to see if your "CAPS LOCK" is on.
Both the Login Marme and Password are case

- sensitive.
anyv\.lhere, anytime ii. If you have forgotten your password, you
-Retain all backup files, can use the Forqot Password Page to
even those that have retrieve your password,
been deleted iii. Please check if your systemn clock is correct,
-Backup your data to Cookies may function incarrectly if your
our secure data center systemn clock is incorrect,

-Fire? Earthquake?
Typhoon? Your data is
always safe

] [T e Y

ii. Select the operating system to which you want to install OBM

KU

solaris

System Requirement

« Operating System ; Windows 95 /92 / ME f NT f 2000 f xP f 20032
« Memory : 128 Mbytes
e Disk Space : 100 Mbytes
Metwork Protocol @ TCRJIP (Http/Https)
Additional Requirement:
o Windows 95 - Please download and install Windows Socket 2 Update for
Windaws 95 (wO9Sws2setup exe)
o Windows NT f 2000 / XP / 2003 - Please make sure you have logged onto
Windows using an account with administrative privileges

Download

Online Backup Manager - ohm-win.exe

Get Started

1. Download the setup file (obm-win.exe) above and run it

2, Follow the instructions on the installation wizard to complete installation ;l

iii. Follow the instructions on the installation g uide to complete  OBM installation

Notes on Windows Installation

A quick launcher is now installed in the system tray (next to your system clock). To open OBM, justright click the

quick launcher icon & and choose [Open].
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Backup 4
Backup and Logoff 4
Backup and Festart 4
Backup and Shutdown  »

Help
Stop Bunning Backop F

Exit

s 1446

2.2 Upgrade

This s ection describes the software upgrade instructions required to upgrade OBM to the latest release.

Upgrade instructions of OBM _on Windows

Download the latest installer (obm -win.exe) from the web installation guide and install it over existing installation
of OBM. Itwill upgrade the OBM to the latest version.

o B il 54
| Select your Operation System
a
gy solaris
Print —

B\ ctoiion o . =
L’U Installation Guide - OBM - Windows

System Requirement

Operating System ; Windows 95 /92 fME S NT f 2000 / xP / 20032
Memory ; 128 Mhbytes
Disk Space : 100 Mbytes
Network Protocol @ TCPJIP (Http/Hitps)
Additional Requirement:
o Windows 95 - Please download and install Windows Socket 2 Update for
Windows 95 (w9Sws2setup.exe)

o Windows NT /2000 f XP / 2003 - Please make sure you have logged onto
Windows using an account with administrative privileges

Download

Online Backup Manager - ohm-win.exe

Get Started

1. Download the setup file (obm-win.exe) above and run it

2. Follow the instructions on the installation wizard to complete installation LI
Notes:
You will only be prompted to reboot your computer if some files are locked and cannot be overwritten during
upgrade.
Uparade instructions of OBM on Netware

a. Download the latest release bundle ( obm -netware.zip) from the web installation guide.
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=101

| Select your Operation System
l")‘ -\.\l“(r
Ay soLaris
Print —
Installation Guide - OBM - NetWare
« Operating System ; Novell NetWware 5.1 or above
« Memory : 122 Mbytes
e Disk Space : 100 Mbytes
e Metwork Protocal @ TCR/IP (Http/Https) —
« Additional Reguirement:
o Movell WM 1.2.% or above for Met\Ware must be installed already
Online Backup Manager - obm-netware. zip
1. Download the setup file (obm-netware.zip) above
2, Expand the zip file to SYSAOBM
3. Open OBM by running SYS:A\NOBMVbin\BackupManager.ncf
=l
b. Backup existing installation by renaming SYS: \OBM to SYS: \OBM.bak
c. Restarting backup scheduler by running SYS: \ OBM\bin\ Scheduler.ncf
d.  Youcanthenopen OBM by running SYS: \OBM\bin\BackupManager.ncf
Upgrade _instructions of OBM on Mac OS X
a. Download the latest release bundle (obm -mac.zip) from the web installation guide.

CENTINATED GmbH
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b.

Uparade instructions of

=101 x|

1" \\“"('

L r}" solLaris
ﬂ Print =
Mo Installation Guide - OBM - Mac OS X

System Requirement

Operating System : Mac 05 ¥ v10.x
Memory ; 128 Mbytes
Disk Space : 20 Mhytes
e« MNetwork Protocol @ TCR/IP (HttpfHttps)
Additional Requirement:
o Apple lJava2 Standard Edition 1.2.% or above must be installed already

Download

Online Backup Manager - obm-rac.zip

Get Started

1. Download the setup file (obm-mac.zip) above

2. Expand the archive and run the installation wizard [QOBM] within the archive

3. Follow the instructions on the installation wizard to complete installation

Expand the zip archive and run the OBM installer inside the archive

OBM on Linux

a.

Download the latest release bund le (obm -linux.tar.gz) from the web installation guide

Print

Installation Guide - OBM - Linux

System Requirement

e« Operating System : Linux Kermel 2.2 or above (2.9, Redhat 6.0 or above)
s« Memory : 128 Mbytes
e Disk Space : 100 Mhytes
e MNetwork Protocol @ TCRJIP (Http/Https)
e Additional Requirement:
@ The Standard C++ libraries for backwards compatibility compiler {compat-
libstde++-x%.x-y.y.y.v.iI386.rpm) are required to run Online Backup Manager

correctly. If it is not installed already, please download and install this library
from your Linux vendor,

Download

Online Backup Manager - ohm-linux tar.gz

Get Started - X Window Mode

1. Download the setup file (obm-linuy tar.gz) above and run it

2, Setthe OBM_HOME environment variable (directary to where Online Backup LI

L P SO IR o Sy | Py

CENTINATED GmbH
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b. Stop running backup scheduler by running

# touch $OBM_HOME/ipc/Scheduler/stop

c. Backup existing installation by renaming $OBM_HOME (default directory is /usr/local/obm)
to $OBM_HOME .bak

# mv /usr/loc  al/obm /usr/local/obm.bak

d. Expand the new client software to $OBM_HOME

# cd $OBM_HOME
# tar xvfz obm  -linux.tar.gz

e. Start backup scheduler by running $OBM_HOME \bin\ Scheduler.sh

f. You can then open  OBM by running $OBM_HOME \bin\BackupManager.sh

Uparade instruct ions of OBM on Sun Solaris

a. Download the latest release bundle (obm -solaris.tar.gz) from the web installation guide

My

Ay e
Mg solLaris
Print —
1»“‘( Print

~ * Installation Guide - OBM - Solaris

solLarl

&« Operating System : Sun Solaris 2.5 or above
e Memory ; 128 Mbytes

e Disk Space : 100 Mbhytes

o Metwork Protocol @ TCRSIP (Http/HEtps)

Download

OBM - Online Backup Manager (obm-solaris.tar.gz)

Get Started - X Window Mode

1. Download the setup file (obm-solaris tar.gz) above and run it

2, Setthe OBM_HOME environment variable (directory to where Online Backup
Manager is to be installed)

export OBM_HOME=/usr/localfobm

3. Setthe Java _HOME enwironment variable (directory where J25E Java Runtime Ll

b. Stop running backup scheduler by running

# touch $OBM_HOME/ipc/Scheduler/stop

C. Backup existing installation by renaming $OBM_HOME (default directory is /usr/local/obm)
to $OBM_HOME .bak

# mv /usr/local/obm /usr/local/obm.bak
d. Expand the new client software to $OBM_HOME

# cd $OBM_HOME
# tar xvfz obm  -linux.tar.gz
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e. Start backup scheduler by running $OBM_HOME \bin\ Scheduler.sh

f. You can then open  OBM by running $OBM_HOME \bin\BackupManager.sh

2.3 Un-installation

This section describes the steps required to uninstall OBM from your computer.
Uninstallation instructions of OBM _on Windows
a. Open [Start] -> [Control Panel] -> [Add/Remove Programs]

b. Select [ OBM] from the list and press the [Remove] button

Uninstallation instructions of OBM _on Netware

a. Stop running backup scheduler by running

SYS:\>touch SYS: \OBM\ipc\Scheduler \stop
b. Remove all program files by removing the directory SYS: \OBM

c. Remove all backup sett  ings by removing the directory SYS: \.OBM

Uninstallation instructions of OBM on Mac OS X

a. Stop running backup scheduler by running
# SystemStarter  OBM stop

b. Remove all program files by removing /Applications/OBM
#rm 1 rf /Applications/OBM

c. Remove all backu p setting by removing ~/.obm

#rm 1 rf~/.obm

d. Remove backup scheduler service from system startup by
/System/Library/Startupltems/ OBM

#rm 1 rf /System/Library/Startupltems/ OBM
Uninstallation instructions of OBM on Linux
a. Stop running backup scheduler by running

# touch $OBM_HOME/ipc/Scheduler/stop

b. Remove all program files by removing $OBM_HOME

#rm i rf $OBM_HOME

c. Remove all backup setting by removing ~/.obm

#rm 1 rf~/.obm

Uninstallation instructions of OBM _on Sun Solaris

a. Stop running backup scheduler b y running
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# touch $OBM_HOME/ipc/Scheduler/stop

b. Remove all program files by removing $OBM_HOME

#rm i rf $OBM_HOME

(o Remove all backup setting by removing ~/.obm

#rm 1 rf~/.obm

2.4 AutoStartup on Linux

Please follow the instructions below to make OBM scheduler auto startup upon computer restart.

i Copy the startup script of OBM scheduler (obm -scheduler) to Linux startup script directory
(fetc/re.dfinit.d)

[root]# cp $OBMHOME/bin/ obm- scheduler /etc/rc.d/init.d

ii. Open /etc/rc.d/init.d/obm -scheduler with VI editor and make changes to the OBM_HOME
environment variable export statement (i.e. export OBM_HOME=/usr/local/ob m) if OBM_HOME is
not /usr/local/obm

iii. Register the obom -scheduler startup script as system service by

[root]# chkconfig -- add obm - scheduler

iv.  To startu p OBM scheduler , please run

[root]# service  obm- scheduler  start

V. (optional) To shutdown OBM scheduler , please run

[root]# service  obm- scheduler  stop

vi.  Setup completed
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3 Using OBM

This chapter will describe all features available in OBM and outline how you  can use the features of OBM to meet
various backup needs.

3.1 System Tray Launcher

After you have successfully installed OBM to your computer, an OBM icon will be added to the system tray area
(next to your system clock) automatically.

Backup 4
Backup and Logoff 4
Backup and Festart 4
Backop and Shutdown P
Help
Exit
Q1446
This icon is the entry point to OBM. Right clicking the icon will show a menu that provides the following functions:
Menu Item What it does
Open Run OBM
Backup Run the backup set (or all backup sets) chosen in the sub -menu in
background
Backup and Logoff Run the backup set (or all backup sets) chosen in the sub -menu in
background and logoff from Windows
Backup and Restart Run the backup set (or all backup sets) chosen in the sub -menu in
background and restart Windows
Backup and Shutdown Run the backup se t (or all backup sets) chosen in the sub -menu in
background and shutdown this computer
Help Show a help dialog
Stop running backup Interrupt the running backup set (or all backup sets) chosen in the sub -
menu
Exit Close this system tray launcher applicat ion

3.2 Logon Dialog

Before you can use  OBM, you have to be authenticated by the CENTINATED Offsite Backup Server first. The logon
dialog shown below will check if you have the right to access OBM by submitting the username and password you
provided to the backup serve r.
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=101 x]

Login Mame: Idemn
| Fassward: I“"‘""”
~Language

IEninsh :|

~Backup Server

" http v hitps

Addrass: www.backup—prnvider.com|

Prownr Setting
i Prowy i~ Socks {* MNone
Erma Address: I Bt
Iser Marme: |
Fassward: I
(6]34 | Cancel | Options ==

|F'Iease logon to Online Backup Manager.

For secure communication, you can choose to communicate with CENTINATED Offsite Backup Server in SSL
(Secure Socket Layer) by selecting the [https] option.

The [Address] field  shows the CENTINATED Offsite Backup Server  to which OBM will connect to authenticate your
userna me and password. You can use either a resolvable host name (e.g. backup.your -domain.com) or an IP
address (e.g. 192.168.1.1).

If the CENTINATED Offsite Backup Server is not accepting connection from the standard ports (Port 80 and 443

for http and https respectivel y), you can append a semi  -colon fi:0 and your custom port number to the host name
of the [Address] field (e.g. www .backup -provider .com:8080) to connect to the server using the custom port

number (port 8080 in this case)

If you need to connect to the serve r through proxy, just enter your proxy setting in the [Proxy Setting] section.
For [SOCKS] proxy, both v4 and v5 without user authentication are supported.

3.3 Language Selection

You can switch the language of the OBM user interface by choosing the desired lan guage available from the
[Language ] drop down list. The languages available include English, Czech, Danish, German, Spanish, Icelandic,
Dutch, Swedish, Traditional Chinese and Simplified Chinese
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=101 ]

Login Mame: Idemo
| Password: I“""‘*

~Langmage

IEngHSh

Cesky
Dansk
Deutsch
L|Espafiol
rIFrancais
islenska
Mederlands

genaen B}

T =]

Wser Marme: I

Fassward: I

Ok | Cancel |

Options ==

|F'Iease logon to Online Backup Manager.

3.4 User Profile

After the backup server authenticates you su

update your user profile.

Backup Set Backup Restore Tools View

ccessfully, OBM main window appears. You can then use

=10l

OBM to

Save Setting | » StartBackup m

Stop Backup

3 Backup Source

i@ Backup Schedule
#{ Backup Filter

[ command Line Toal
L setting

5 Encryption

[ In-File Delta

25 Local Gopy

> Backup Contraller QF [#5 User Profile
- User.ProﬂIe User Infarmation
[ =] FileBackupSet1

Login Mame:  demo
Fassword: R Change

Display Mame: Demonstration Accaunt Change

rAccount Information
Quota: S00m
Time Zone: IGMT+DS:DD HD v

~Contact

Idemo@your—company.com vl

Contact Mame: Demonstration Account

Email Address: demo@your-company.com

Add Remaove | Froperies |

[ @ Backup | & Restorel Logl

|We|come to Online Backup Manager!

|Qu0ta (Remaining ¥ Total): 5000 § 5000 |Last Backup: 2005-06-28 14:51

You can perform the following update to your user profile.

To change your [Password], press the [Change] button next to the password field. A Change Password dialog wi I
appear. Enter your original password and new password into the text field of this dialog and press [OK].
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0l Paszword:

!
New Pasparord: I
Confirm New Password: I

QK | Cancel

To change your [Display Name], press the [Change] button next to the display name field. A Change Display
Name dialog will appear. Enter the new display name and press [OK].

x|

Dizplay Mame: IDemn Account

0K | Gl |

To change your [Time Zone], just select your time zone from the drop down list next to the time zone entry.

To add a new contact email to this account, press the [Add] button in the [Contact] section. A [Add New Contact]
dialog will appear. Enter a name and an email address in the text field provided and then press the [OK] button.

Contact Name: I

Ermnail Address: I
(0):4 | Cancel

To remove a contact email, select the email that is to be removed from the email list and press the [Remove]
button. Press [OK] to confirm t he removal.

To update a contact email, select the email that is to be updated from the email list and press the [Properties]
button. A [Update Contact Property] dialog will appear. After you have made the changes that you want, press
the [OK] button.

o Properties x|

Contact Marme: IDemn Accuunﬂ

Ernail Address:; Idemn@vuur—cumpan\;.cum

CK | Camrel |

3.5 Backup Logs

All backup activities are logged to backup activity log files. They are available for reviewing from OBM.

How to review backup activities?

You can review all your backup Jobs by
i Select the [Log ] tab available at the bottom of OBM

ii. Select the Back up Job you want to review on the [Log Controller] panel
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Backup Set

Backup Resiore Tools

e

=01

Save Setting

=

Log Cantrallar

=2 FileBackupSet-1

Log Table (2005-06-28-14-52-25 log)

Type | Log Time

@ Start [2005/06i28 14:52:26]
@ Start running pre-cammands [2005/06i28 14:52:26]

LEOL LB LBBELHBLLOBLEL

Finished running pre-commands

Reading backup source from hard disk
Downloading server file list...

Downloading server file list... Completed
Reading backup source from hard disk
Getting all files which have been added. ..
Getting all files which have been added... ..
Getting all files which have heen updated...
Getting all files which have heen updated.....
Getting all files which have been deleted...

Getting all files which have heen deleted... ..

Getting all files which have heen moved...
Getting all files which have been moved... ..
Total Mew Files = 353

Total Updated Files =0

Total Deleted Files =0

Total Moved Files =10

[Mew File] Uploading 100% of ‘C\Docume
[Mew File] Uploading 100% of 'CADocume..
[Mew File] Uploading 100% of 'CADocume..
Mlewae Filal | Inlnadine 100% af Canneime

[2005/06/25 14:52:26]
[2005/06128 14:52:26]
[2006/06/28 14:52:26]
[2005/06/25 14:52:27]
[2005/06128 14:52:28]
[2006/06/28 14:52:28]
[2005/06/28 14:52:28]
[2005/06/25 14:52:28]
[2005/06/28 14:52:28]
[2005/06/28 14:52:24]
[2005/06/25 14:52:24]
[2005/06128 14:52:249]
[2006/06/28 14:52:24]
[2005/06/25 14:52:249]
[2005/06128 14:52:249]
[2006/06/28 14:52:24]
[2005/06/25 14:52:24]
[2005/06128 14:52:31]
[2006/06/28 14:52:31]
[2005/06/25 14:52:31]
FANAMAME 1477311

=

& Eackupl & Restore ngl

|We|cumetu Cnline Backup Manager!

‘Quuta (Remaining ! Total): S00M ¥ 5000 |LaSl Backup: 2005-06-28 14.51
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4  Setting up backup set

A backup set contains all backup settings of a backup operation. This section will describe all features available
within a backup set and explain how you can use each of them to achieve various tasks.
Each backup account can have multiple backup sets. Each backup set is an individual and independent  entity . For

example, if you want one directory to be backed up during the day and another directory to be backed up during
the n ight, you can create two backup sets, each with a different backup schedule and backup source, to serve
this need.

4.1 Backup Set Type

A backup set can be of one of the following types:

Backup Type Description

File Backup set type to backup common files/dir ectories

Microsoft SQL Server Backup set type to backup Microsoft SQL Server 7.0/2000

Oracle Database Server Backup set type to backup Oracle 8i/9i database

Lotus Domino/Notes Backup set type to backup Lotus Domino/Notes

Microsoft Exchange Server Back up set type to backup Microsoft Exchange Server 2000 /2003
MySQL Backup set type to backup MySQL Server

Backup set type is defined at backup set creation and cannot be modified. If you want to change the backup set
type, you have to create another bac kup set.

B Online Backnp Manag (=] ]

Backup Set Backup Restore Tools  View

Save Setting | » Start Backup m Stop Backup

Q‘ Backup Contraller QF Backup Set- FileBackupSet-1
(47 User Profile

~Backup Set
Mame: FileBackupSet-1
Type: File Backup
Network Resources Authentication for Windows
Diomain:
User Mame:
Passward:

Froperties |

¥ Run scheduled hackup on this computer

Log Table {FileBackupSet-1) &7

Type | Log Time

& Backup | & Restorel Logl
|We|come to Online Backup Manager! |Qu0ta (Remaining ! Totaly: 500M 7 5000 |Last Backup: 2005-06-28 14:51

4.2 Backup Source

A backup source defines the files/directories that are to be included in a backup set. There are two types of
backup source: Selected and Deselected. Selected backup source defines files/directories that are to be included
in a ba ckup set while deselected backup source defines files/directories that are to be excluded from a backup set.
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Online Backup Manager will generate appropriate backup source setting for you automatically when you make
your backup source selection on OBM.

From the [Standard] node available at the top of the [Backup Source] tree, you can easily select the following
common folders to be backed up:

1. fiMy Documents 0 folder
2. fiOutlook 0 and fiOutlook Express 0 mail store folder
3. fiFavorites o folder

4. fiDesktop o folder

From the [Options] node available below the [Standard] node, you can easily select other common folders to be

backed up as well. They include the fApplication Data 0 folder, the fStart Menu 0 folder, the fiTemplates o folder, the
fiAll Users 6 Documents 0 folder, the fiTemporary Internet Files 0 folder, the fiCookies o folder, the fiFont o folder, the
fiHistory o folder, the fApplications Data 0 folder, the fiNethood 0 folder, the fiPrinthood o folder, the fiRecent o folder
and the fiSend to ¢ folder.

_Eﬂ Ahsay Online Backup Manager

Backup Set Backup Restore Tools View Help
|5 save Setting | P Start Backup [l
(o> Backup Contraller [2a) rLg Backup Source (Home) (2l
23 User Profile = [ Standard ~
= ({3 ofice [115) #80sc (CaDocuments and Settingsischerring.chongiy Documents)
’LD Backup Source ,j COutlook (CiDocuments and Settings\scherring.chonailocal Seftinas\Application DataiMicrosoflutiook)
[ Backup Schedule [ Outlook Express
£} Backup Filter ¢ Favorites
{5 command Line Tool (@ A&
[l setting = & options
(&) Encryption [0 Application Data
fir Retention Paliey OO0 TeHal s
= extra Backup O] Templates
(5 In-Flle Delta [J 1 ciDocuments and Seftingsiall UsersiDocuments
=4 Lacal Copy [JC1CciDocuments and Seftingsischerring.chongilLocal SetingsiTemporary Intemet Files
=R [JCJCiDocuments and Settingsischerring.chongiCookies
acklp Source! [ C1 CHANDOWSIF onts
Backup Schedule [ 1 CiaDocuments and Settingsischerring.chongiLocal Settings\History
i Backup Filter [ (1 CiDocuments and Sefingsischerring.chongiLocal SetingsiApplication Data
E] Command Line Tool [0 1 CiaDocuments and Settingsischerring.changiMetHood
;-j Setting [0 1 CiDocuments and Settingsischerring.chongiPrintHood
(4) Encryption [0 (1 CciDocuments and Sefingsischerring.chongiRecent
ﬁ[ Retention Policy [1 1 CiDocuments and Settingsischerring.chongiSendTo
5] Evra Backup = HEvER
[ In-File Delta [0 3 5 EnaRis (0
=h Local copy [ e WWINKP ()
1) DD SR (T e
Log Table (Home)
Type | Log Time
& Backup | &) Restore | (g Log
WWelcome fo Ahsay Online Backup Manager! Quota (Remaining f Totaly; 1.87G 110G |Last Backup: 2006-06-09 1330
The checkbox next to the files/dire ctories shown above can be in one of the following mode:

Mode | Description
[+ | Al files/directories (recursively) under this directory will be backed up

[¥ | All files/directories (recursively), except those explicitly excluded, under this directory will
be backed up. If you add files/directories to this directory in the future, they will be
backed up as well.

[T | Only the checked files/directories under this directory will be backed up. If you add
files/directories to this directory in th e future, they will NOT be backed up.

[T | Nothing under this directory will be backed up.
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4.3 Backup Schedule

A backup schedule defines the frequency and the time ba ckup will run automatically.

Ol o =] 9]

Backup Set Backup Restore Tools  Wiew

Save Setfting | » Start Backup ® Stop Backup |

g Backup Controller @F |G Backup Schedule (FileBackupSet1)
(45 User Profile
-39 FileBackupSet-1

&

i#] Backup Filter
1 cormmand Line Tool "BSCKUp

Mame: IBackupSchedule-1

[ setting Files

=) Enc.ryptlon -

[2, In-File Delta

él_ocal Copy = Daily + Weekly " Monthly ~ Custom
[EIMSSALBackupSet1
[ (&0 CracleBackupSet-1 rDay

- [F]MEExchangeBackupSet-1 | Backup on the follawing davis) every week:

@] LotusBackupSet-1
- al MySOL BackupSet-1 [ Sunday [ Monday [~ Tuesday [~ Wednesday

[~ Thursday [ Friday v Saturday

Properties
~Start Jp4|

Start Time thh:mm}: |21 - :IDD vl 7

f+ Stop on completion (Full Backup)

" Biop aﬂerls hioursy
@ Backup I Fal REEFtUFEI Al L 0K Cameel

|We|wmet0 Online Backup Manager O (TR TG oy oo oo et oer ) 2003-06-28 14:51

Backup schedule can be in one of the following types:

Type Description

Daily Backup Jobs will run everyday

Weekly Backup Jobs will run on the specified day(s) of every week

Monthly | Backup Jobs will run on the specified day or on a day with a given criteria (e.g. first
weekend, last weekday) of every month

Custom | Backup job will run once on any particular date

For each type of schedule above, backup will run at scheduled time for a maximum of the duration specified (or
until all data are backed up if [Stop on backup completion] option is chosen). If a backup job does not finish
within the maximum duration specified, it will be interrupted.

Please note that you can have more than one schedule within a backup set. For exampl e, you can have a daily
backup schedule that runs at 13:00 at noon and another daily backup schedule that runs at 00:00 at midnight.
The combination of both of these schedules effectively creates a backup schedule that runs daily at 00: 00 and

13:00 everyda .

4.4 In-File Delta

Please refer to the  in-file delta section _ for more information on this topic.

4.5 Backup Filter

A backup filter defines the file selection rules that allow user to easily include/exclude files in to/from the backup
set by applying user defined criteria(s) to the file names or directory names.
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There are some basicr ule regarding backup filters:

i Filters are checked in creation order. Once inclusion/exclusion has been identified, the remaining
filters won't be checked.

ii. Inclusion/Exclusion made by filter always take s precedence over backup source selections

iii. If all filters do not apply to a particular file, this file is then checked for inclusion/exclusion backup
source selections

_(olx]
Backup Set Backup Restore Tools  View
Cove Softine | b Ctart Dactin m Sion Backin |
— X
& Backup Ci
— Name: |Filter—1|
Usger Profil
: i Tap Directory: I a
Browse |
~Apply To
v Fils I~ Directory
~Pattern Matching -
Type: f* Text " Fegulax Expression
" starts with * contains " ends with
Pattern: Add
Remove J
Properties
rFilter Made
* Include matched " Exclude matched &
[~ exclude all others = |
QE | Cancel |
| T
& Backup | & Restorel Logl
|We|c0me to Online Backup Ma.. |Qu0ta (Remaining [ Total): 5006 §500M |Last Backup: 2005-06-28 14:51

Key Description

Name The name of a filter

Top Directory The top directory to which this filter is applied. Filtering rules will be applied to
all files and/or directories under this directory.

Apply To Define whether to apply the filtering rule to files and/or directories

Pattern Matching It defines the filtering rules of a filter. A filtering rule can be of one of the

following types:

[Start With] Include/Exclude all files/directories with name starting
with a certain pattern.
For example: _ You can use B* to match all fil es with
name starting witha  @dcharacter

[Contain] Include/Exclude all files/directories with name
containing a certain pattern.
For example:  You can use *B* to match all files with
name containing with a @dcharacter

[End With] Include/Exclude all f iles/directories with name ending
with a certain pattern.
For example: _ You can use *.doc to match all files with
name ending with  ddoc 6 (all Word documents)

[Regular Expression] Include/Exclude all files/directories with name matching
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a regular expressi  on.

Filter Mode Defines whether you want to include or exclude matched files into/from the
backup set. Also, for those unmatched files, you can choose to exclude (if
include filter type) or include (if exclude filter type) them into/from the

backup set.
Example 1:
If you want to backup only Word, Excel and PowerPoint documents in your document directory (e.g. C: \ My

Documents), you should setup your backup filter as follows.

Top Directory = C: \My Documents

Apply To = File (true)

Matching Type =End With

Matching Patterns =*.doc, *.xls, *.ppt

Filter Mode = Include

Exclude all others =True

Example 2:

If you want to backup all files, excluding all *.exe, *.dll and *.tmp, in C: \ Applications, you should setup your

backup filter as follows.

Top Direct ory = C: \Applications

Apply To = File (true)

Matching Type = End With

Matching Patterns =*exe*.dll, *.tmp

Filter Mode = Exclude

Include all others =True

Example 3:

If you have made your selection of files (all under C: \) from the backup source set ting but you want exclude all

images (e.g. *.jpg and *.gif) from your selection, you should setup your backup filter as follows.

Top Directory =C:\

Apply To = File (true)

Matching Type = End With

Matching Patterns =*jpg, *.gif

Filter Mode = Exclude

Include all others = false

Please note that the [Include all others] setting is not enabled because you don @ want to include all other files

(NOT *.jpg, *.gif) under C: \ into the backup set.

Example 4: (advanced)

If you want to include everything, excep t the filog o directory, under C:  \Applications into a backup set, you should
setup your backup filter as follows.

Top Directory = C: \Applications
Apply To = Directory (true)
Matching Type = Regular Expression
Matching Patterns = "log$

Filter Mode = Excl ude

Include all others =True

Example 5: (advanced)

If you want to include all directories named filog 6 from the backup set files with file name starting with fiBo and
ending with  f*.doc 0 under C: \My Documents into the backup set, you can use a regular expr ession of
f"B.* \.doc$ 0 to do your selection. The filter backup can then be setup as follows.

Top Directory = C: \My Documents
Apply To = File (true)

Matching Type = Regular Expression
Matching Patterns ~ =”"B.* \.doc$
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Filter Mode
Exclude all oth ers

= Include
=True

4.6 Pre/Post-Backup Command

The command line tool feature has two major components, the [Pre
command. You can use the [Pre
commands befo

-Backup] or [Post
re or after running a backup job.

Backup Set Backup Restore Tools View

-Backup] command and the [Post -Backup]

-Backup] commands to run any native OS (operating system)

=10l x|

Save Setting | » StartBackup B Stop Backup |

@ Eackup Controller Qﬁ

Iﬁ Command Line Tool (FileBackupSet-1)

(45 User Profile

=@ FileBackupSet-1

-[Fa Backup Source
-[igh Backup Schedule
#{ Backup Filter

Pre-backup

[

INU existing Command Line Tool

Command

Working Directony:

=

- Setting
- &) Encryption
[ In-File Delta
é‘ Local Copy Mame: IF‘ust-backup Command-1
--@j MSSALBackupSet oo o I

F-[81 OracleBackupSet1

=-([# MSExchangeBack. \Working Directory. I
--@ LotusBackupSet1

- (g MySQLBackupSet

Add new Post-backup Command Line Toal

Browse
0]} | Cancel

Add | Femoyve | Froperties |

Log Table (FileBackupSet-1)

Type | Log |

Time

[ @ Backup | & Resmrel Lngl

|We|come to Online Backup Manager!

Both [Pre -Backup] and [Post

‘Quota (Remaining § Total); 500M f 500M |Last Backup: 2005-06-28 14:51

-Backup] commands comprise of the following parameters:

Key Description
Name Name of this Command
Command The command to be run

(e.g. C: \My Documents \Application.exe or C:

\My Documents \BatchJob.bat)

Working Directory The directory at which this command will run

The backup set type affects the time at which [Pre
table outlines when [Pre  -Backup] and [Post

-Backup] and [Post
-Backup] commands will run in d

-Backup] commands run. The following
ifferent types of backup set.

Backup Set Type When Pre -Backup Commands run?

When Post

-Commands run?

File Before uploading backup files

After uploading all backup files

Non -File Backup Sets
(e.g. Microsoft SQL
Server)

Before spooling backup files to
tem porary directory

After spooling backup files to
temporary directory (i.e. before
the first backup file is uploaded)

Note: You should never backup an application while it is running as this can result in inconsistent and unusable

files getting backed up.
a backup job and use the Post
completed.

4.7 Encryption

Before your files are sent to

CENTINATED Offsite Backup Server

Please use the Pre -Backup Command feature to shutdown your application before running
-Backup Command feature to restart your application after the backup job has

, all your files are to be compressed and

encrypted by your choice of encrypting algorithm, mode and key. The following table explains all encryption
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parameters available within a backup set.

Note :

Encryption setting s are set at backup set creatio ntime and cannot be modified . You need to create a new backup
set if you want to change your encryption settings for a backup set.

Parameter

Description

Encryption Algorithm

It defines the encrypting algorithm used to encrypt your backup files.
There a re three encryption algorithms available:

[AES] Advanced Encryption Standard algorithm
[DESede]  Triple DES algorithm
[Twofish] Twofish algorithm

We recommend the use of AES as it has been chosen as the encryption
standard for commercial use. Please refe r to references on Cryptography
for more information on this area.

Encryption Mode

It defines the encrypting mode used to encrypt your backup files. There
are two encryption modes available:

[ECB] Electronic Cook Book Mode
[CBC] Cipher Block Chaining Mo  de

We recommend the use of CBC mode as it offers better security. Please
refer to references on Cryptography for more information on this area.

Encrypting Key

The key used to encrypt all files within a backup set. Please write it
down on paper and keep i tin a safe place. If the key is lost, you

will not be able to recover your files from the encrypted backup

files.

4.8 Retention Policy

During backup, if  OBM finds out that you have deleted a file (or updated a file) on your computer, it will put the
corres ponding deleted (or updated) file already backed up on the backup server into a retention area. The

retention policy  setting defines how long files

inside the retention area will be kept on the backup server before
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